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Overview

This policy explains the kinds of personal information collected by the Net Zero Economy
Authority (the Authority) and why. It outlines how the Authority handles personal information
and sensitive information, how staff and others can access or correct their personal information
and how they can contact the Authority to discuss or complain about any concerns they have
about the collection or use of their personal information.

The Authority will review this policy on a biennial basis or following any legislative or policy
change to ensure it reflects current laws and addresses the needs of the Authority and staff.

The Authority’s obligations in relation to the information it collects

3.

a.

The Authority’s collection of personal information means that the Authority is subject to:

the Privacy Act 1988 (Cth) (the Privacy Act) and the requirements of the Australian Privacy
Principles (APPs) at Schedule 1 of the Privacy Act and the Privacy Code (the Code)

the NZEA Act 2024, as it relates to the Energy Industry Jobs Plan (EIJP)

obligations under other legislative frameworks to protect personal information, including
the Public Governance, Performance and Accountability Act 2013, the APS Code of Conduct
(s 13 of the Public Service Act 1999) and the Crimes Act 1914, and

the requirements of the Archives Act 1983 relating to Commonwealth records (including the
disposal, alteration and destruction of such records) which applies to the Authority’s records,
including personal information held by the Authority.

Why the Authority collects personal information

4,
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The Authority collects, uses and discloses personal information about its stakeholders, board
members and staff in the course of undertaking its roles and functions under the Net Zero
Economy Authority Act 2024 (NZEA Act), including:

performing functions under the NZEA Act and other relevant Australian Government
legislative and policy settings

facilitating invitations for, and the running of, public submission and consultation processes,
including with respect to policy, programs and services the Authority delivers, and the review
or reform of policy and processes

facilitating invitations to subscription services so that individuals who subscribe can receive
information and other communications from the Authority

undertaking recruitment and managing employment (including reasonable adjustments,
entittements, remuneration and performance management)

facilitating travel and security arrangements
conducting research the Authority has commissioned or has partnered to deliver
coordinating intergovernmental policy matters with States and Territories

responding to correspondence from members of the public or organisations to the Authority,
the Prime Minister, portfolio Ministers or other Australian Government Ministers and agencies

facilitating events, official visits and appointments
handling complaints (including privacy complaints) and feedback provided to us, and

administering programs, contracts and grants.
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5. You can find out more about the Authority’s functions on its website.

6. The Authority will not ask for personal information it does not need. The Privacy Act requires
that the Authority only collects information for purposes that are reasonably necessary for, or
directly related to, the Authority’s functions and activities, including to facilitate interactions and
engagements with stakeholders..!

What Information We Collect

7. Personal information means information or an opinion about an identified individual, or an
individual who is reasonably identifiable. 2

8. Personal information includes a broad range of information or opinions that could identify an
individual. What is personal information will vary depending on the circumstances. The
Authority collects different types of personal information depending on the category of individual
i.e. staff, the Board and stakeholders. Examples include:

an individual’s name

signature

address

telephone number

email address

organisation

position

details of engagements and interactions with the NZEA
date of birth

work history and education (including on a resume)
medical records

bank account details

photos and videos

e government identifiers, (NZEA staff) (i.e. tax file number - TEN)

9. Sensitive information is a subset of personal information, and has a higher level of privacy
protection than other personal information. The Authority will only collect, use and disclose
such information with an individual’s permission or where required by law. Sensitive information
includes information or an opinion about an individual’s:

trade union memberships or associations

racial or ethnic origin

political opinions

religious or philosophical beliefs or affiliations

sexual orientation

-~ ® a0 o

criminal record

health information, and

5 @

genetic information.3

1 See APP3
2 What is personal information? | OAIC
3 See also OAIC
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The Authority does not expressly request sensitive information. In circumstances where the
Authority uses forms to request sensitive information, such as job application or worker
redeployment forms, it will be optional for individuals to provide such information.

How the Authority collects personal information

11.

12.

13.

14.

15.

The Authority collects personal information through a number of means including through
surveys, email and phone communications, correspondence and submissions, forms and
notices, through online portalsand our website. Thatmay include the collection of personal
information where individuals subscribe to the Authority website to receive updates or interact
with the Authority through a Your Say service.

The Authority may also collect personal information from an individual directly, face to face and
through the use of the NZEA Customer Relationship Management (CRM) system (including in
data logs), through their authorised representative(s) and/or via a third party, if permitted by
law.

When the Authority collects personal information it will:

notify individuals it is doing so through a privacy collection notice, if it is reasonable to do so.
The notice will include reasons why the Authority is collecting the information, whether the
collection is required or authorised by law, and any person or body to whom the Authority
usually discloses the information, and

inform individuals how they can request access to, or correction of, their personal
information, and who to contact if they have a privacy enquiry or wish to make a complaint.

In some situations the Authority may not be able to notify individuals through a privacy
collection notice, for example when:

a. notification would be inconsistent with another legal obligation, for example, by breaching a

statutory secrecy provision, a client’s legal professional privilege, or a legal obligation of
confidence, or

b. notification may pose a serious threat to the life, health or safety of an individual or pose a

threat to public health or safety, for example, a law enforcement agency obtaining personal
information from a confidential source for the purpose of an investigation.

Where the Authority collects person information about employees from
employers/organisations the Authority will take steps to confirm that an employer or
organisation has received consent from the individual to share their personal information with
the Authority prior to collection.

Anonymity, pseudonyms and uncollected information

16.

17.

a.
b.

In some circumstances individuals may have to provide personal information. For example, the
Authority may require personal information to assess an individual’s eligibility for a program or
service or confirm their identity for release of personal information.

Individuals are able to use a pseudonym or remain anonymous when interacting with the
Authority, however there will be circumstances where that will not be practicable, such as:

the Energy Industry Jobs Plan, and

employment opportunities at the Authority.
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The Authority will advise individuals if they are not able to remain anonymous or use a
pseudonym when dealing with the Authority.

The Authority will also advise that it will be unable to engage with individuals if all necessary
personal information is not provided. For the CRM, personal information will need to be
collected to facilitate and record interactions between the Authority and individuals. If the
information is not collected the Authority will not be able to manage interactions between the
Authority and individuals and organisations. That includes, potentially, with respect to access to
the Online Jobs Portal.

Collecting information through the Authority website

20.

21.

22.

23.

To improve visitor experience to the Authority’s website, the Authority may use 'cookies'.
Cookies enable a website to remember an individual’s use of the website either for the duration
of the visit or for repeat visits.

The Authority’s website is hosted in Australia, but uses Google Analytics, which transmits
website traffic data to Google servers in the United States. Google Analytics does not identify
individual users or associate an individual’s IP address with any other data held by Google. The
Authority uses reports provided by Google Analytics to help it understand website traffic and
webpage usage in order to improve user interaction with the website.

By using the Authority’s website, individuals consent to the processing of data about them by
Google in the manner described in Google's Privacy Policy and for the purposes set out above.
However, individuals can opt out of Google Analytics if they disable or refuse the cookie,
disable JavaScript, or use the opt-out service provided by Google.

The Authority’s website may also contain links to other websites, however the Authority is not
responsible for the content or privacy practices of other linked websites. Individuals using
websites linked to the Authority’s website are advised to be aware and read the privacy policies
of those respective websites. Find out more about the Authority’s collection and use of
information from its websites and social media platforms in our Website and Online

Communications Privacy Collection Notice.

How the Authority holds and safeguards personal information

24,
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25.

The Authority takes seriously its obligations to protect the personal information it holds, and
takes reasonable steps to protect personal information against misuse, interference and loss,
and from unauthorised access, maodification or disclosure. These steps include:

classifying and storing records securely in accordance with Australian government security
and records management policy settings*. All information will be held as an electronic record.
Further the CRM involves holding personal information Microsoft Azure, a cloud based
application. All records of stakeholder interactions will be stored in the CRM.

only personnel with a strict ‘need to know’ basis will have internal access to information
monitoring system access with controls and authenticated credentials
ensuring our buildings are secure, and
regularly updating and auditing our storage and data security systems.
When personal information is collected through a third party, such as a contracted service

provider (CSP), the Authority will inform the third party about its privacy practices, and, where
suitable, also inform impacted individuals of the collection. This may also occur through this

4 Australian Government Protective Security Policy Framework, Information Security Manual, APPs.
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Privacy Policy, notices or discussions with Authority staff. The Authority will require CSPs not
to do an act, or engage in a practice that would breach an APP

26. If personal information held by the Authority is lost or subject to unauthorised access or
disclosure, the Authority’s response will comply with:

a. the Office of the Australian Information Commissioner's Data breach preparation and
response —a guide to managing data breaches in accordance with the Privacy Act, and

b. the Authority’s Data Breach Response Plan.

27. If adata breach is likely to result in serious harm to individuals, the Authority’s response will
include providing timely advice to affected individuals.

28.  If the Authority receives unsolicited personal information the Authority will assess whether it
could have lawfully collected the information as if it had solicited it.>

29. If a determination cannot be made as to whether the personal information was lawfully
collected, and subject to any exception under s.24 of the Archives Act 1983, the Authority will
destroy or de-identify the information.®

How the Authority uses and discloses personal information

30. With the exception of government related identifiers, APP 67 permits the Authority to use and
disclose collected personal information for the primary purpose of its collection. The Authority
will take reasonable steps to inform individuals about the reason for collection at the time of
collection, or as soon as practicable thereafter.

31. The Authority may also use and disclose the information for a ‘secondary purpose’ in particular
circumstances, including when:

a. individuals consent to disclosure

individuals would reasonably expect the Authority to use or disclose the information for the
secondary purpose

c. the secondary use or disclosure is required or authorised by or under an Australian law or a
court/tribunal order

d. a permitted general situation exists in relation to the use or disclosure of the information by
the Authority

e. the Authority believes the secondary disclosure is reasonably necessary for enforcement-
related activities

f.  the Authority participates in merit or judicial review proceedings in tribunals or courts or
institutes proceedings in courts, or

g. the information is biometric information, or biometric templates, to be disclosed to an
enforcement body in accordance with guidelines made by the Information Commissioner for
these purposes.

5 See APP 3 and APP 4

6 Except where the information is contained in a Commonwealth record or if it is not reasonable and lawful to destroy or
de-identify

7 APP 6 outlines when the Authority may use or disclose personal information. The intent is that the Authority will
generally use and disclose an individual’s personal information only in ways the individual is aware, has consented, would
expect or if required by law or a court/tribunal order.
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C.
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The Authority may disclose personal information to overseas third parties (such as a foreign
government or agency) where this is a necessary part of the Authority’s work. Such disclosure
to overseas third parties will only occur when:

individuals have consented to the Authority disclosing personal information to that third party

the Authority reasonably believes that:

i the overseas recipient is subject to a law or binding scheme that is, overall,
substantially similar to the APPs, and

ii.  the law or binding scheme can be enforced; or

the disclosure is required or authorised by an Australian law or court / tribunal order.

The Authority may also use third party providers to deliver or otherwise communicate content.
These third parties, which may collect and store your personal information in servers outside of
Australia, may include: Google, Facebook, X (formerly Twitter), Campaign Monitor, LinkedIn,
Instagram, YouTube and others.

Such third-party sites have their own privacy policies and may send their own cookies to an
individual’s computer. As noted earlier, the Authority does not control the setting of third-party
cookies and recommends that individuals check the third-party websites for more information
about their cookies and how to manage them.

The Authority will only use or disclose a government related identifier, such as a TFN, where
permitted by APP 9.2

The Authority will only use or disclose personal information for direct marketing where an
individual has either consented to or would reasonably expect that use or disclosure.
Individuals will be able to opt out of receiving direct marketing communications.

Specific information regarding the Energy Industry Jobs Plan®

37.

38.

39.

40.

41.

When an individual opts in to become a participating employee under the Energy Industry Jobs
Plan (EIJP), the Authority may receive and disclose personal information specific to and
governed by s.64 and s.66 of the NZEA Act.

An individual’'s employer is required by subparagraph 58 (1)(ba) of the NZEA Act to inform that
individual that, if they opt in to become a patrticipating employee, their personal information may
be given to the CEO of the Authority under s.64 of the NZEA Act and disclosed under s.66 of
that Act.

The Authority will disclose an individual’s personal information under s.66 of the NZEA Act with
potential future employers for the purposes of considering that individual for employment with
those employers. However the Authority will provide a facility for individuals to indicate which
employers they do and do not want their information to be shared with.

The Authority may also be required to share an individual’s information, for example, with the
Fair Work Commission as part of the Authority’s functions. While APP 6 allows such
disclosure, the Authority will seek to advise individuals of such disclosure.

In all circumstances in which the Authority discloses an individual’s personal information to
potential future employers or others, the Authority will take all necessary steps to advise the
recipient of the nature of the information, which will help ensure that an individual’s personal
and sensitive information remains protected.

8 As governed by Part 5 of the NZEA Act
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Accessing, correcting and deleting personal information

42. Individuals have the right to request access to personal information which the Authority holds
about them, and to request that information be corrected if they believe it may be incorrect.
Individuals (or their authorised representative) can make such a request by phone, email or
letter to the Authority.

43.  The Authority will aim to address such requests within 30 days, and where possible, will provide
written confirmation of the outcome. However, the Authority will not provide access to an
individual’'s personal information without first verifying their identity or their representative’s
authority to make the request.

44,  The Authority will take reasonable steps to correct the accuracy of personal information to
ensure that, considering the purpose it is held for, it is accurate, up-to-date, complete, relevant
and not misleading. If the Authority has received personal information from a third party, the
Authority will advise the third party of any corrections made to that information.

45. Even if individuals do not ask the Authority to correct personal information, the Authority is
required to take such steps (if any) that are reasonable in the circumstances to correct personal
information if it is satisfied that, having regard to the purpose for which the information is held,
the information is inaccurate, out-of-date, incomplete, irrelevant or misleading.

46. If the Authority refuses a request to correct personal information, it will provide its reasons for
doing so and will also provide advice about complaints mechanisms available in relation to that
refusal.

47. In certain circumstances under the Privacy Act, the Authority can refuse access to an
individual’'s personal information, including where an exemption under the Freedom of
Information Act 1982 (FOI Act) would apply.

48.  If the Authority refuses access, it will provide reasons in writing for doing so, together with
information about options for disputing or challenging the Authority’s decision.

49. The Authority may be able to delete an individual’s personal information in certain
circumstances, for example if the personal information:
a. is no longer required for the Authority’s functions or activities
b. is not contained in a Commonwealth record for the purposes of the Archives Act 1983, or

c. is notrequired to be held under other legislation.

Privacy Management Plan

50. A Privacy Management Plan (PMP) identifies specific, measurable goals and targets, and sets
out how an agency will meet its compliance obligations under APP 1.2. The Privacy (Australian
Government Agencies — Governance) APP Code 2017 (Cth) (the Privacy Code) requires
agencies to have a PMP and to measure and document performance against the plan at least
annually. The Authority’s PMP outlines the actions the Authority will be taking within a 12 month
period to ensure compliance with APP 1.2.

Privacy Impact Assessments

51. The Privacy Code requires the Authority to conduct a Privacy Impact Assessment (PIA) for all
high privacy risk projects. As at the date of this edition of the Policy, the Authority has not
completed any PIAs since its establishment.
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Contacting the Authority about your personal information

52. In the first instance, an individual seeking to request access to, correction of, or deletion of their
personal information should contact the Authority’s Privacy Officer (contact details below), for
guidance about the request, including whether the request is best dealt with under the Privacy
Act, the FOI Act or other process.

Email: Privacy Officer
Privacy Officer

Post: Net Zero Economy Authority
PO Box 6500

CANBERRA ACT 2600

53.  In particular, individuals should contact the Privacy Officer if they would like:

a. to ask questions about the Authority’s privacy policy
b. a copy of this policy in an alternative format
C. access to or correction of that person’s personal information held by the Authority, or

d. to make a complaint.
Making a complaint to the Authority

54. If an individual is not satisfied with how the Authority has collected, held, used or disclosed their
personal information, they can make a formal complaint to the Authority’sPrivacy Officer.

55. The complaint should include:

a. a short description of the privacy concern

b. any actions or dealings the individual or their representative has had with Authority staff in
relation to the privacy concern, and

C. preferred contact details so the Authority can provide a response to the complaint.

56. If anindividual is not satisfied with the Authority’s response to or resolution of the complaint,
they may lodge a further complaint with the Office of the Australian Information Commissioner
(OAIC).

57.  The OAIC can receive privacy complaints through:

a. the online Privacy Complaint form (refer to the OAIC’s website)

by email (Note: email that is not encrypted can be copied or tracked)
at enquiries@oaic.gov.au

c. by mail (or registered mail if there are concerns about the confidentiality of information sent
via the post) to:

Office of the Australian Information Commissioner
Sydney Offices

GPO Box 5218

Sydney NSW 2001

d. or by fax to the OIAC at +61 2 9284 9666.
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